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2.1

Device Initialization and Password Reset

Introduction

In order to strengthen device security and ensure the safety of user information,
new firmware on Dahua devices will feature initialization and password reset
functions. When using networking cameras for the first time, users will need to
initialize the device with a strong password. Users who have forgotten their
password can reset it through email verification.

Device Initialization

When using a Dahua device for the first time, you are required to set a login
password for the admin account (system default user).

Note: To ensure the safety of your device, please store your admin login
password in a safe place, and change the password regularly.

Initializing Your Device

Instructions (IPC web client is used in this example)

Step 1

Power on your IPC, open your internet browser, and then input the

device’s IP address in the address column and hit enter. The device
initialization interface should display.

Step 2

Device Initialization

Username admin

Password [essaonns |

Confirm Password | |

Use a password that has & to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them.(please do not use special

symbols like'";: &)

Email Address | |
To reset password, please input properly or update in time.

Save

Configure the admin login password.

User name: The default user name is admin.

Password/Confirm password: Passwords must have 8 to 32 characters.
({2 R

It can contain letters, numbers, and special characters (excluding ,
wnm 487 ), The password must contain at least two of

7 7 7
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the above types. We recommend choosing a strong password.

Email: Enter an email address to be used when resetting your password.
When resetting a password with your email, a security code will be sent
to your inbox, which can be input on the password reset prompt.

Note: You may configure or update your email address by going to
Setting->System->Account.

Step 3 Click “Save” and the end-user license agreement will be shown. Users
should read and agree to these terms to go to next screen.

End-User License Agreement

Zhejiang Dahua Technologies Co.,Ltd. Software End User License Agreement

1. NOTICE 2
IMPORTANT NOTICE. PLEASE READ CAREFULLY: This Zhejiang Dahua Technology Co. LTD (Dahua) License Agreement
('Agreement’) sets forth the terms and conditions under which You are licensed to use the Software. By installing, copying, downloading
the Software or using the same by any other means, you are deemed to have accepted this Agreement. If you do not agree with it in

whole or in part, you do not have the right to use this Software, in which case you should immediately stop installing, copying the

Software or using the same by any other means.

2. DEFINITIONS

"Software’ means information management program(s) or supporting document(s) consisting of several modules or functions

Supporting document(s) includes all or part of the source codes and object codes of the Software, as well as the images, photographs,
icons, animations, audio, video, music, words and codes incorporated therein; it also includes all relevant paper or elecironic information
and fechnical documentation which describe the functions, characteristics, contents, quality, tests, customer manuals, user agreements, W
ate_"Snflwars Product nr 'Saftwars"

[] I have read and agree to all terms

Step 4 Check “I have read and agree to all terms” box. The app activation page
will be shown.

Easydip

] Easydip

Register device to EASY4IP and then suitable for user to apply for cloud account. It can realize cloud service such as remote
surveillance, device record, alarm, cloud storage, using device to manage cloud.

Scan and Download EASY4IP APP

Step 5 Click “Next” and the next page will ask you to enable online updates.
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Online Upgrade

W] Auto-check for updates

Notify automatically when updates available. The system checks for updates every day.
Online Upgrade is a service that provides you with firmware updates by cloud. This service will collect device information in order to

inform you about available firmware updates. Such information may include your device name, firmware version and device identification

numbers. Such information is processed for the sole purpose of informing you about firmware updates.

Save

Step 6 Check the “Auto-check for updates” box according to your
requirements. Click “Save to” complete the device initialization setup.

2.2 Using ConfigTool

ConfigTool allows you to initialize remote devices over the same LAN, and
supports initializing multiple devices at the same time. You can visit
http://www.dahuasecurity.com/tools.html to download ConfigTool through Dahua
ToolBox.

Instructions:

Step1 Double click the on the desktop and enter the main interface.

Step 2 Click the. to enter the IP configuration screen.

¥ - X

Devices found L} Search seting
[ ® rc W sp [E bpwvr [Eluninitialized

B nvR [E others [E] Initialized IPva -
[] wno.  status Type Model P MAC Version ‘Operate
1 [ X X
D 2 Initialized I PC IPC-A26 192.168.1.174 20:50:80:2a:3f60 2.460.0000.2R o 9 @
[ X X

I O Intiaiize I 16> Modify 1P & mpot @ Ewport == Add Ti Delete
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Step3  Select uninitialized device(s) and then click @ ™™ Enter the

device initialization interface.

Device initialization

2 unit(s) of device have not been initialized

NO.  Type Model P MAC Version

1 MNVR Exb 192.168.1.108 90:65:88:77:25:33  3.210.0003.0
NVRE5208-8P-4KS52 T TT TEmemE e . . .

IPC- T
2 HDBW4220E IPC-HDBW4220E  192.168.1.108 4c11:bfeb15ee
*The list only shows device in the LAN, you cannot initialize crossing LAN. -
Initialize

4

Step 4 Select device(s) to initialize, and then click “Initialize”.

Device initialization

2 unit(s) of device have not been initialized

Username admin

Mew Password

Weak Medium Strong

Confirm Password

Email Address

*After you have set new password, please set password again in Search Setup.

Initialize

Note: For different series products, the user interface may have slight
variations. When initializing several devices at the same time, the system
only displays the initialization interface once.

Step 5 Set device initialization parameters.
Step 6 Click “Initialize” and the system will begin initializing the device. After
initialization, the interface is shown as below.

® |[finitialization was successful, a *~ icon will be shown in front of the
device name.

® [f initialization failed, a icon will be shown in front of the device
name.
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Initialization *

2 unit{s) of device have been activated!

NO. Type Model P MAC Version
1 </ NVR pAE 192.168.1.108 90:65:8877:25:33  3.210.0003.0
NVRS208-8P-4K32 T T o ’
IPC- P
2 v/ HDBwazope 'FC-HDBWA220E 192.168.1.108 4c11:bfeb15ee

Complete

Step 7 Click Finish to complete device initialization. After initialization, the
status for each initialized device on the ConfigTool should now show

“Initialized”.

2.3 Using SmartPSS

SmartPSS allows you to initialize remote devices over the same LAN, and
supports initializing multiple devices at the same time.

Instructions:

Step1 Openand loginto SmartPSS.
Step 2 On the new function interface (by clicking B button at the top of the

interface), click Device manager to open the Device Manager Interface.

SMART PSS

Step 3 Click Auto search.
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(1P Mod ify IP

Status
Initalized
Initalized
Initalized
Initalized
Initalized

® Uninitalized
Initalized

Initalized

Auto Search

ord  All
Device Type:
IPC-A15
PC-NVR-V3.0
10.15.70.180 M70-4U
10.18.117.190 ASC1204B

10.18.11

255 Search

Search

00:1E:C9
4c-11-bf-25
4C:11:BF:

4c:11:bf

Cancel

Step 4 Select device(s) to initialize, and then click “Initialize” to enter the
device initialization interface.

=

Initialize Device

et cryptoguard

User Name admin

Password |

ord Strength

Confirm Password

(3) Modify IP

Cancel

Step 5 Configure device initialization parameters (User Name,
Password/Confirm Password, Email).

Step 6 Click “Initialize”, and the system will configure the device. After
initialization is complete, results will be displayed as shown below.

P7



@lhua

Initialize Device

Initialized devive finish!

SH: IP Result

2MO047BOPAMNIG 32 v 192.168.1.108 Succeed

Finish

Password Reset

If you forget the admin password, you can reset it through email verification.
Note: A password reset may only be performed for the admin account.

Instructions (IPC web is used in this example)
Step1 Open the browser and then input the device IP address in the address

column. The login interface will be shown.
Step 2 Go to the device login interface.

WEB SERVICE

Username: | admin

Password: Plain Text

Type; | TCP v I Forgot password? I

° LAN WAN

Login “ Cancel |

Step 3 Click forgot password to enter the password reset interface. If you have
linked an email to your admin account, the device will allow you to perform
a password reset.
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QR code:

Security code

Reset the password(1/2)

SN: 1MO2FF3PAXDD030

The security code will be delivered to I**@dahuatech.comlou

Note(For admin only):

Option 1. Please download Easy4ip and then from
Me-Settings-Reset device password, scan the left
OR code.

Option 2. Please use an APP to scan the left QR
code fo get special sirings. And then send the
sfrings to support_rpwd@aglobal.dahuatech.com.

| Cancel | |

Step 4 Reset login password. Follow the prompts on the interface to scan the
QR code, and then input the security code you received via email.
Note: The security code sent to your email is only valid for 24 hours.
Please make sure to scan the entire QR code and wait patiently for your
phone to read it. We recommend using apps such as Easy4ip, QR code
Barcode Scanner, QR Code Reader to scan the code.

Step 5 Click “Next” to advance to the reset password interface.

Username

Password

Confirm Password

Reset the password(2/2)

admin

Use a password that has 8 to 32 characters, it

can be a combination of letter{s), number(s) and

symbol(s) with at least two kinds of them_(please

do not use special symbols like""; - &)

| Cancel | |

Save |

Step 6 Input your new password and then confirm.
Step 7 Click Save to complete setup.

4 About This Document

Some product functionality may vary before and after revision. This document is
for reference only. Please refer to the actual product and product manual for more

details.

This document serves as a reference for multiple types of products; specific
operations will not be enumerated. Please operate products according to their
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specifications.

In the case of technical inaccuracies or inconsistencies in regards to product
functions or operations, Dahua shall have the right of final interpretation.

5 Application Scope

This guide is not product specific and can be applied to all related Dahua
products. It was created to help users learn about new initialization and password
reset features on Dahua networking cameras.
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About Dahua Technology

Zhejiang Dahua Technology Co., Ltd. is a leading solution provider in the global
video surveillance industry. With around11,000 employees all over the world, Dahua
solutions, products and services are used in over 160 countries and regions.

In 2016, Dahua was ranked 4th in “Security Top 50” by a&s International. Dahua is
committed to providing the highest quality products with the latest technologies to enable
end users to perform their business successfully. The company has more than 6,000
R&D engineers working on cutting-edge technologies in Al, loT, Cloud, video, cyber

security, and software reliability and other technologies.

Visit www.dahuasecurity.com to learn more.
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